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Addition chain is a well-known approach for implementing higher-order masked SBoxes. However, this approach induces more
computations of intermediate monomials, which in turn leaks more information related to the sensitive variables and may
consequently decrease its side-channel resistance. Thus, we investigate the resilience of monomial computations with respect to
side-channel analysis. We select several representative addition chain implementations, based on their theoretical resilience, that
demonstrate the strongest and weakest resistance to side-channel analysis. In practical experiments based on an ARM Cortex-M4
architecture, we collect power and electromagnetic traces, considering different noise levels. The results reveal that the weakest
masked SBox implementation exhibits a side-channel resistance nearly identical to an unprotected implementation. Moreover, we
find that some monomials with smaller output size leak more sensitive information than the SBox output. This finding applies to
various other masking schemes, including inner product masking.
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