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Backdoors in Deep Learning: The Good, the Bad and the Ugly

Deep learning is revolutionizing almost all AI domains and has become the core of many modern AI systems. Despite their superior

performance compared to classical methods, deep learning also faces new security problems, such as adversarial and backdoor

attacks, that are hard to discover and resolve due to their black-box-like property. Backdoor attacks are possible because of

insecure model pretraining and outsourcing practices. Malicious third parties can add backdoors into their models or poison their

released data before delivering it to the victims to gain illegal benefits. This threat seriously damages the safety and trustworthiness

of AI development. While most works consider backdoors “evil”, some research explores leveraging them for positive purposes. A

notable approach involves using backdoors as watermarks to detect illegal uses of commercialized data/models. Watermarks can

also be used for detecting AI-generated data, particularly with the rise of large generative models like LLMs. In this presentation, I

will share insights from our recent research, exploring both the “good” and “bad” aspects of backdoors in deep learning.
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