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Jailbreak Large Language Models

Large Language Models (LLMs) have emerged as transformative tools in the realm of artificial intelligence, powering a myriad of

applications and fostering smooth human-machine interactions, particularly through chatbots like ChatGPT. However, the integration

of these models introduces significant security risks. This talk focuses on one prominent security threat to LLMs, jailbreaking, which

tries to deceive the models to output harmful content violating the usage policies. I will present three recent works on LLM

jailbreaking. (1) A deep dive into the nature of jailbreak prompts categorizes them into unique patterns and tests their efficacy on

models like GPT-3.5 and GPT-4. Our findings demonstrate the effectiveness of the jailbreak prompt and the defense power of

different models. (2) Introducing MasterKey, a state-of-the-art framework that not only deciphers the defensive mechanisms of

popular LLM chatbots by exploiting time-based intricacies but also pioneers an automatic generation of jailbreak prompts. (3)

Introducing Pandora, a comprehensive framework to jailbreak GPTs with a novel retrieval augmented generation poisoning

technique. Together, these studies accentuate the pressing challenges and opportunities in securing LLM-driven systems.
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