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Abstract:

Modern processors are increasingly complex, making effective bug detection a persistent challenge. My work
explores how hardware and software collaboration can enhance processor fuzzing to uncover both architectural and
microarchitectural vulnerabilities. In this talk, | will present two efforts that together discovered over 20 previously
unknown bugs, including multiple CVEs. MorFuzz improves architectural fuzzing by using runtime-guided mutation
and state synchronization across designs, while DejaVuzz targets transient execution vulnerabilities with novel
primitives for address space isolation and dynamic taint tracking. These techniques significantly improve coverage
and reveal deep bugs in widely used RISC-V processors.
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